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ABSTRACT
Cross-layer adaptation and monitoring (CLAM) is an ap-
proach to the run-time quality assurance of service-based
applications (SBAs). The aim of CLAM is to monitor the
different layers of an SBA and correlate the monitoring re-
sults, such that in the event that a problem occurs an ef-
fective adaptation strategy is inferred for enacting a coordi-
nated adaptation across all layers of the SBA. An important
aspect of CLAM is the definition of the appropriate Service-
Level Agreements (SLAs) for third party services utilised in
the different layers of the SBAs. In this paper, we present
insights into how to define SLAs for CLAM, by analysing
SBAs in order to differentiate the third party business, soft-
ware and infrastructure services utilised by the SBA. As a
case study, we apply the analytical approach to an existing
platform-as-a-service framework, which has been developed
as an SBA and could benefit from CLAM. The analysis
reveals the different third party services and their charac-
teristics, as a precursor to defining SLAs. The case study
successfully demonstrates how distinct SLAs for business,
software and infrastructure services may be applied respec-
tively in the BPM, SCC and SI layers of an SBA, to provide
a flexible monitoring and adaptation response across layers.
Categories and Subject Descriptors
D.2.11 [Software Engineering]: Software Architectures—
Service-oriented architecture (SOA); D.2.9 [Software En-
gineering]: Management—Software quality assurance (SQA)
General Terms
Reliability, Verification, Design
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1. INTRODUCTION
One of the main barriers to the adoption of service-based
applications (SBAs) is the concern raised over the trust-
worthiness and reliability of third party services utilised in
an SBA. The third party software services are often imple-
mented as Web services that realise business activities, such
as paying with a credit card or shipping purchased goods,
and are beyond the control of the SBA provider. The prob-
lem of realiability becomes more complex when third party
cloud computing services are utilised as the underlying in-
frastructure for provisioning the SBA. Given that the SBA
provider does not have control over the quality of the third
party services, unreliable third party services could threaten
the quality of the SBA and result in lower business perfor-
mance, sofware faults, and performance degradation that
could consequently lead to the total collapse of the SBA.
Therefore the dependability of the third party business, soft-
ware, and infrastructure services utilised in an SBA becomes
a principal concern for the SBA provider, who will require
to adopt mechanisms within the SBA for quality assurance
during run-time.
An approach to the run-time quality assurance of SBAs is
the cross-layer adaptation and monitoring (CLAM), which
aims on detecting problems early in the SBA layers and co-
ordinating effective corrective actions across the SBA layers,
such that problems are compensated for, or even prevented
from occurring [9]. The functional layers of an SBA has
been introduced in [6] and comprise the business process
management (BPM), service composition and coordination
(SCC), and the service infrastructure layers (SI). Based on
the aforementioned separation of the SBA layers, in this pa-
per we suggest that each layer concerns a different type of
services. For example, the BPM layer concerns business ser-
vices, the SCC layer concerns software services, and the SI
layer concerns infrastructure service. It is necessary to per-
form analysis of the SBA to identify the business, software,
and infrastructure services and their characteristics, in or-
der to define appropriate Service-Level Agreements (SLAs)
for such services. We present ideas for defining SLAs, used
in CLAM approaches, by performing analysis of SBAs in
order to identify the third party services and their charac-
teristics utilised in each SBA layer. We do not focus on
a concrete reference architecture for CLAM. We describe a
new case study for applying CLAM related to a platform-as-
a-service (PaaS) offering, which has been implemented as an
SBA. We analyse the PaaS offering, in order to identify the
third party business, software, and infrastructure services
and their characteristics for the definition of SLAs.
The rest of the paper is organised as follows. In Section 2
we present related work on CLAM. In Section 3 we describe
insights for defining SLAs in SBAs. In Section 4 we present
a new case study for CLAM related to a PaaS offering and
we perform analysis for defining SLAs. Finally, in Section 5
we discuss conclusions and we provide an outlook for future
research.
2. RELATEDWORK
Recent research into run-time quality assurance has fo-
cused on implementing CLAM techniques for SBAs [9], by
integrating the existing fragmented work in the field of adap-
tation and monitoring of service-based systems. Gjørven et
al. [5] introduce a middleware for supporting the imple-
mentation of cross-layer self-adaptation of SBAs. Kazhami-
akin et al. [6] describe a conceptual framework comprising
the definition of the SBA layers and a set of requirements
needed to be addressed by mechanisms and techniques for
CLAM of SBAs. Popescu et al. [10] present a methodol-
ogy for cross-layer adaptation using adaptation templates.
Latest research has focused on SLAs for CLAM. More par-
ticularly, Fugini et al. [4] describe an SLA contract that
comprises parameters from user goals, business service and
IT infrastructure for CLAM of SBAs. Schmieders et al. [11]
propose the combination of SLA prediction, which uses as-
sumptions about the characteristics of the execution con-
text, and cross-layer adaptation mechanisms for preventing
SLA violations.
SLAs for third party services utilised in each SBA layer are
an important element in such approaches, since SLAs spec-
ify the expected characteristics of each third-party service,
named Service-Level Objectives (SLOs), to be monitored,
and possibly adaptation strategies for compensating or even
proactively preventing violations of SLOs. We support the
research directions towards the run-time quality assurance
of SBAs using CLAM techniques, and we believe that such
techniques could greatly benefit from an analysis approach
of SBAs for identifying third party services and their char-
acteristics across the SBA layers for the definition SLAs.
To the best of our knowledge, we are aware only of one
recent work that is related to the definition of SLAs for
CLAM [4]. Although this work describes a methodology for
creating SLAs, it focuses on the dependencies between the
characteristics of services, and it does not follow the SBA
layers as they have been defined in [9, 6]. The authors focus
more on how KPIs and IT infrastructure metrics impact the
goals of a service user, and they introduce a new indicator
named Key Goal Indicator. Our work is different since we
present ideas for defining SLAs, by performing analysis of
SBAs in order to identify the third party services and their
characteristics utilised in each SBA layer.
In the next section, we present insights into how to define
SLAs for CLAM by analysing SBAs, in order to differentiate
the third party business, software and infrastructure services
utilised by an SBA.
3. SBA ANALYSIS FOR DEFINING SLAS
In the context of Service-Oriented Computing, an SLA
specifies the exact functionality and the desired quality of
service to be delivered by a software service [7]. An SLA in-
cludes a set of metrics and a behavioural specification that
could be used to determine whether the service provider is
delivering the service as agreed. An SLA could also include
compensation actions in the event that the agreement was
violated. Machine-readable SLAs for the third party ser-
vices, used in an SBA, are utilised in CLAM. CLAM ap-
proaches monitor the third party services for detecting vio-
lations of the agreed service characteristics, in order to per-
form compensation actions across all layers of an SBA.
The three functional layers of an SBA are defined in [6, 9].
The top layer of an SBA is the business process management
(BPM) layer and it concerns the business level aspects of an
SBA, such as process workflows, service networks, key per-
formance indicators, and process performance metrics. The
BPM layer focuses mostly on monitoring business activities
and manages the performance of the business. The middle
layer of an SBA is the service composition and coordination
layer (SCC), which concerns the composition of individual
services into new services, the functional (e.g. service be-
haviour) and non-functional quality of service (QoS) (e.g.
responsiveness and availability) characteristics of the indi-
vidual services or the composed services. The SCC layer
focuses mostly on both run-time verification and testing of
the service behaviour, and monitoring the QoS of the indi-
vidual or the composed services. The bottom layer of an
SBA is the service infrastructure (SI) layer and concerns
the software (e.g. service middleware, service registry) and
the hardware (e.g. compute, storage, bandwidth) resources
utilised in an SBA.
Based on the description of the SBA layers, we suggest
that that each layer concerns different types of services.
The BPM layer concerns business services or business ac-
tivities realised through software services. For instance, a
shipping provider exposes a Web services API for shipping
goods. The shipment of goods is a business activity provided
through a Web service. The SCC layer concerns software
services that implement a specific functionality or a business
activity. For instance in the case of the shipping provider the
Web service is the software service. The SI layer concerns
the infrastructure services used by an SBA. For instance, an
SBA could be running on a third party Cloud Computing
infrastructure and rely on shared computing, storage, and
networking resources. Based on the aforementioned sugges-
tions, we argue that an SBA is a software application that
outsources business activities, consumes software services,
and uses infrastructure services.
Due the fact that BPM, SCC, and SI layers concern the
business, the software, and the infrastructure services re-
spectively, and considering that such services in each layer
could be provided by third parties, it is necessary to have
separate SLAs for all services in each layer. The SLAs in
each of the three layers are required for monitoring the con-
formance of the services to the agreements. Given the pos-
sibility that there are dependencies between business, soft-
ware, and infrastructure services, it is necessary for the mon-
itoring activity to correlate the monitoring results from all
services in each layer, such that the real cause of a prob-
lem is diagnosed, in order to conclude and enact an effective
adaptation strategy.
Figure 1: The SBA layers concern the quality of
third party business, software, and infrastructure
services utilised in an SBA.
In the following section, we present a new case study show-
ing how the analysis of different types of service supports the
introduction of CLAM in an existing platform-as-a-service
offering, which has been developed as an SBA. The plat-
form is analysed in order to identify the business, software,
and infrastructure services and their characteristics for the
definition of SLAs for such services in the three SBA layers.
4. CASE STUDY
In this section, we present a new case study showing the
analysis of an SBA in preparation for CLAM. We provide
a brief description of the SBA used in the case study. We
continue by identifying the distinct business, software and
infrastructure services and their characteristics as a precur-
sor to defining SLAs for these services.
4.1 The CAST Platform
The case study concerns a platform-as-a-service (PaaS) of-
fering for enabling the customisation of software-as-a-service
(SaaS) applications by third parties, developed during the
European project CAST1. The platform was developed us-
ing Java, OSGI, Web services, and other service-oriented
technologies. A brief summary of the CAST Platform fol-
lows based on the work [8, 1, 2] carried out during the CAST
Project.
The CAST platform offers the foundations for develop-
ing software ecosystems of domain specific solutions, which
comprise apps and external Web services. A developer is
able to create his own solution by implementing new apps or
by extending the functionality of existing community apps,
which are made available by other developers. In the con-
text of the CAST Platform, a solution is a collection of mul-
tiple apps that are the building blocks of the platform for
implementing a particular functionality. Figure 2 depicts
the case of a Customer Relationship Management (CRM)
solution in the CAST Platform. The CRM solution com-
prises an address app for managing customer addresses, a
document app for managing documents, a translation app
for translating documents, and a postcard app for sending
postcards to customers. An app can interact with external
Web services, which have been registered to the Governance
Registry & Repository system of the CAST Platform. The
main function of the registry is the lifecycle management
and quality assurance of solutions, apps, and external Web
services. Two examples of apps that use external Web ser-
vices are the translator app, which uses the TranslationShop
Web service for automated or human-expert translation of
1CAST project website - http://www.cast-project.eu/
Figure 2: The CRM solution in the CAST Platform,
which is deployed on a cloud infrastructure.
text, and the postcard app, which uses the LetterShop Web
service for sending digital and paper postcards to customers.
The provider of the CAST Platform implements a strict
quality assurance policy for external Web services used in
the platform, in order to minimise the risk of the external
services to threaten not only the reliability and performance,
but also the reputation and the business value of the plat-
form. Thus, before a Web service becomes available to be
used in an app, it has to be registered in the Governance
Registry & Repository system. During the registration of
a new Web service, the WSDL file of the service and a
machine-readable SLA for the service are stored. The SLA
is an agreement between the provider of the external ser-
vice and the platform provider and it specifies the expected
response time and availability of the provided Web service.
Due the high costs involved for creating a private owned
infrastructure, the platform provider has decided to use a
cloud provider, such as Amazon Web Services, for the pro-
visioning of the CAST Platform. The fact that the CAST
Platform uses computational, storage, and networking re-
sources provided by a third party raises concerns about the
reliability of the underlying third party infrastructure. Thus,
the platform provider has an SLA with Amazon for the pro-
vided Amazon EC2 and Amazon S3 services, which provide
compute, storage, and networking resources to the CAST
platform. The expected characteristics of these services that
have been included in the SLA comprise the availability, per-
formance, and error rates regarding the I/O requests to these
services.
4.2 SLAs in the CAST Platform
The CAST platform could clearly benefit by being en-
hanced with CLAM. This would support more appropriate,
and more timely checking of SLA violations, and the trigger-
ing of more suitable and better-coordinated adaptations in
the BPM, SCC, and SI layers, whose effects would therefore
be much less likely to interfere with each other across the
layers. The platform provider will need to identify the exter-
nal business, software, and infrastructure services and their
characteristics, which could affect the quality of the plat-
form. The characteristics could be used for defining SLOs
to be included in SLAs for these services. Table 1 sum-
marises the business, software, and infrastructure services
that have been identified in the CAST Platform. The table
shows the also the identified characteristics of each service
that could affect the quality of the platform.
Table 1: The results of the analysis show the identified business, software, and infrastructure services and
their characteristics identified in the CAST Platform.
SBA
Layer
Service
Type
Services Service Characteristics Service-Level Objectives
BPM Business automated translation of text automated translations pro-
cessed per day, average time
for an automated translation
automated translations pro-
cessed per day > 50, average
time for an automated trans-
lation <= 5min
manual translation of text manual translations processed
per day, average time for a
manual translation
manual translations processed
per day > 10, average time for
an manual translation <= 1
hour
send digital postcard digital postcards sent per day,
average delivery time of digital
postcards
digital postcards sent per day
>= 300, average delivery time
of digital postcards <= 15min
send paper postcard paper postcards sent per day,
average delivery time of paper
postcards
paper postcards sent per day
>= 50, average delivery time
of paper postcards <= 3 days
SCC Software TranslationShop Web service behavioural conformance,
average response time, hourly
availability, average error rate
per hour
average response time <=
350ms, hourly availability <=
98%, average error rate per
hour <= 0.05
LetterShop Web service
SI Infrastructure Amazon EC2/S3 average time to provision a re-
source, hourly availability of
resources, average storage I/O
per minute, average storage er-
ror rate per minute
average time to provision a
resource <= 5min, hourly
availability of resources >=
99%, average storage I/O per
minute >= 10 million, average
storage error rate per minute
<= 0.02
In the BPM layer, two business services were identified.
Two separate SLAs are required between the platform provider
and the two service providers of the TranslationShop and
LetterShop services. These services realise automated ac-
tivities such as machine translation or emailing digital post-
cards, and manual activities that require a human to per-
form a task, for example, human-expert translation or post-
ing of paper postcards. Therefore, the SLAs should contain
agreements on characteristics of both automated and man-
ual activities. The two SLAs will include agreements on
the key performance indicators (KPIs) and process perfor-
mance metrics (PPM) of the two services. A KPI for both
services could be the customer satisfaction, which could be
calculated from the ratings provided by end users of the two
services. The PPMs for the TranslationShop service could
comprise the number of automated and manual translations
processed per day, and the average time to complete a ma-
chine or manual translation. The PPMs for the LetterShop
service could comprise the number of digital or paper post-
cards sent per day, and the average delivery time for digital
or paper postcards.
In the SCC layer, two software services were identified.
Two separate SLAs are required between the platform provider
and the two service providers of the TranslationShop and
LetterShop services. The two SLAs will contain agreements
on the technical characteristics of the TranslationShop and
LetterShop services. The technical characteristics comprise
some functional and non-functional elements of the two ex-
ternal services. The functional characteristics could com-
prise the behavioural specification of each service, while the
non-functional characteristics could comprise the average re-
sponse time, the hourly availability, and the average error
rate per hour.
In the SI layer, one infrastructure service was identified.
Only one SLA is required between the platform provider and
the Amazon Web Services. This SLA will contain agree-
ments for the characteristics of the infrastructure services
provisioned by Amazon. The characteristics of the infras-
tructure could comprise the average time to provision a re-
source (e.g. a virtual machine or more storage space), the
hourly availability of resources, the average storage I/O per
minute, and the average storage error rate per minute.
The identified SLAs for the third party business, software,
and infrastructure services utilised in the CAST Platform
will be used for implementing CLAM. Existing SLA frame-
works for Web services, such as WSLA2 or WS-Agreement3,
could be employed for representing machine-readable SLAs.
Each SLA could include a subset of an adaptation strategy
to be used during the generation of the cross-layer adapta-
tion strategy. For instance, a subset of an adaptation strat-
egy for the TranslationShop service in the SLA of the BPM
layer could comprise that in the event of a dramatic increase
of the average time of manual translation, the manual trans-
lation business process in the Translation App will have to
be adapted, such that it will use the automated translation
function of the TranslationShop service, in order to provide
a quick low quality translation, while waiting for the man-
ual translation of better quality to arrive at a latter time.
CLAM approaches similar to the efforts in [11], will be re-
2http://www.research.ibm.com/wsla/
3http://www.gridforum.org/documents/GFD.107.pdf
quired for correlating the observations of the monitoring ac-
tivities, deciding effective adaptation strategies, which will
take into consideration the subsets of adaptation strategies
provided in the SLAs, for enacting effective adaptations in
the CAST Platform for preventing or responding to SLA
violations.
5. CONCLUSION
In this paper, we have suggested that each SBA layer
concerns different types of services used in an SBA. Our
view is that the business process management (BPM) layer
is concerned with business services, the service composition
and coordination (SCC) layer is concerned with software ser-
vices, and the service infrastructure (SI) layer is concerned
with infrastructure services. We demonstrated that a CLAM
approach requires a clean separation of these types of ser-
vice, such that different kinds of SLA may be drawn up with
different providers in the service chain. We have focused on
the definition of SLAs in the BPM, SCC, and SI layers, for
cross-layer adaptation and monitoring of SBAs. We have
presented insights into how an SBA should be analysed, in
order to identify and separate the distinct business, software
and infrastructure services. We applied this technique to a
new case study, based on an existing platform-as-a-service
offering, which was chosen as an example for CLAM. Each
of the services identified in the study was then analysed to
reveal its individual characteristics, prior to drawing up ap-
propriate SLAs. The study clearly demonstrates the util-
ity of separating the run-time quality assurance concerns at
each layer of the SBA.
We are currently investigating existing methods for repre-
senting SLAs for the business, software, and infrastructure
services. As future work, we plan to extended previous work
[3] related to the implementation of an extensible monitor-
ing architecture for Web services, in order to support the
development of a CLAM framework for SBAs that will use
multiple SLAs for business, software, and infrastructure ser-
vices.
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